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Introduction

Wondering if WordPress is secure? The answer is yes. WordPress is built with the
latest security technology and has a regular release schedule that includes up-to-
date vulnerability patches. It's also monitored and maintained by a large community
of developers who care deeply about security.

If WordPress is so secure, why did we prepare a guide on preventing hacks? The truth
is, protecting your site is an ongoing practice. It involves building barriers for attackers,
preventing failures, tracking changes, denying malicious access, hiding sensitive
information, and more.

WordPress powers more than 40% of websites and its popularity makes it a target for
cyber-criminals. It's also a platformin continuous development, open to changes and
integrations with third parties.

At SiteGround, we are aware of the many ways your site can fall prey to attacks and
we're committed to helping site owners protect themselves. Use this guide to increase
your knowledge of WordPress web security,implement new measures to secure your
website, and spread the word with those around you about the need to protect their sites.
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1. Before Installing WordPress

When setting up a new WordPress installation, you should always
choose the latest stable version. Before installing it, follow these
two simple web security steps in the wp-config.php file:

— e Change the database prefix

e Use authentication keys

By default, all WordPress installations use the prefix wp_ for their database. This is
consistent throughout WordPress, soit'srecommended to change the prefix for each
site to prevent possible attacks related to the database.

To alter the WordPress table prefix, change the following line in the configuration file,
wp-config.php, with the prefix that you would like to use:

Stable_prefix = ‘wp_’;

For example:

Stable_prefix = ‘newsite_wp_’;

This change will also allow you to have several WordPress installations on the same
database, as long as you do not repeat the prefix.

WordPress security is of utmost importance at SiteGround. That is why when you
install a new WordPress site with the App Installer in Site Tools, the new website’s
database has a random prefix different from the default “wp_" one. Thus, you don’t
have to change the prefix yourself.

If your site is already installed and you didn’t change the default prefix during the
installation process, it's nottoo late. Use a plugin such as Change Table Prefix to make
modifications. You can also do this manually, but | don't recommend it if you are not
familiar with performing database changes.

WordPress has secret keys, called Keys and Salt, that are stored in the wp-config.php

file. They protect open sessions by encrypting the session data in the browser’s cookie.
Before beginning the installation, you should generate the secret keys.
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Like with the database prefix, you can change the secret keys on an existing site, at
any time, a task that | recommend you perform routinely in order to invalidate active
sessions and force all users to log in again.

Although you can generate your own keys manually, | recommend using the official
WordPress service found at api.wordpress.org/secret-key/1.1/salt and replace the
keys in your wp-config.php file with them.

Before moving on to the next tip, | have one more piece of advice about WordPress
secret keys for live sites. In the unlikely scenario where you need to deny any type of
accesstothe admin panel, even with login credentials, you can configure keys to inval-
idate every microsecond by replacing them in the wp-config.php with the following:

define((AUTH_KEY’, microtime());
define("SECURE_AUTH_KEY’, microtime());
define('LOGGED_IN_KEY’, microtime());
define('NONCE_KEY’, microtime());
define((AUTH_SALT’, microtime());
define('SECURE_AUTH_SALT’, microtime());
define('lLOGGED_IN_SALT’, microtime());
define('NONCE_SALT’, microtime());

Remember to routinely update these keys as a preventative measure or to end active
sessions.
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2. After Installing WordPress

Onceyou'vefinished installing your new WordPress site, you'll need
to undertake different actions to protect your recently installed
website.

One of the first things you should do to secure your new WordPress
site is to delete the admin profile used during installation and create a new user with
admin permissions, as well as any other necessary user accounts.

Avoid weak usernames like admin or administrator which are commonin all WordPress
installations and remember to use a strong password.

Disable the pingbacks and trackbacks notifications on your admin panel (Settings >
Comments), as they can be an entry for possible DDoS (Distributed Denial of Service)
attacks on your site.

Protect files from attacks and intrusions by adding the following lines of code in the
.htaccess file. Ideally, this should be done at the beginning of the file located at the
root directory of your site:

#Deny Directory Listing
Options - Indexes
#Block sensitive files
<files .htaccess>

Order allow,deny

Deny from all

</files>

<files wp-config.php>
Order allow,deny

Deny from all

</files>
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You should block access to any unnecessary files by creating a new .htaccess file in
the /wp-admin directory and adding the following lines of code:

#Block installation files

<files install.php>

Order allow,deny

Deny from all

</files>

<files setup-config.php>

Order allow,deny

Deny from all

</files>
Irecommend reviewing the robots.txt file, whichis located in the root directory of your
site. This file tells search bots what should and shouldn’t be analyzed on your site, so

be sureto check thatitdoesn’t show any sensitive information about your WordPress
installation, for example, your wp-admin folder.

Some of these actions can easily be achieved by using a plugin such as the Security
Optimizer plugin. It's a free plugin developed by SiteGround and available to everyone
to secure WordPress websites with just a few clicks.

If you are using that plugin, you can choose an option that disables the creation of
common usernames. You need to go to Security Optimizer plugin dashboard > Login
Security > Disable Common Usernames. Whatis more, if you already have one or more
users with a weak username, it’ll ask you to provide new ones: a pop-up window will
appear where you'll be able to put in a new username and automatically replace the
existing weak ones.

Disable Common Usernames
Using common usernames like 'admin'is a security threat that often results in unauthorised access. By enabling this option we will disable the creation of common usernames «©
and if you already have one or more users with a weak username, we'll ask you to provide new one(s).
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You can also go to Security Optimizer plugin dashboard > Site Security > Lock and
Protect System Folders. By enabling this option, an .htaccess file is placed in your
WordPress’ system folders, preventing the execution of unauthorized or suspicious
scripts from being executed from them.

Security Optimizer - Site Security

LI We have created a list of tools to help you harden your WordPress site's security and keep it safe from malware, exploits and other
malicious actions. The options tagged as recommended are essential for your site security.

Site Security

Lock and Protect System Folders
By enabling this option you are ensuring that no unauthorised or malicious scripts can be executed in your system folders. This is an often exploited O

back door you can close with a simple toggle.

3. Change Permissions for
Files and Directories

Make sure files and directories in your WordPress installation have
% the appropriate permissions to prevent attackers from taking control

8 of your site.

You can change the permissions through an FTP client or through
an admin panel provided by your web host. With SiteGround, it's
easy to change file and folder permissions in your Site Tools area.

Go to Site Tools > WordPress > Install & Manage. Choose the preferred installation
and go to the kebab menu > Reset Permissions.

Pro Tip: For more tips on WordPress user roles and permissions, check the blog post
about The Principle of Least Privilege on the SiteGround blog.
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4. Block PHP in Directories

Although WordPress installations block PHP file uploads through

the admin panel by default, you should block the option to execute
PHP PHP codeinthe “wp-content” folder. You should also limit the unnec-

essary execution of PHP code in other folders used by WordPress
that shouldn't be accessed directly.

" ou

Create a new .htaccess file inside of your folders “/wp-content/uploads”, “/wp-con-
tent/plugins” and “/wp-content/themes”, and add the following lines of code to block
PHP executions:

<Files *.php>
deny from all

</Files>

Note: Take into account that after every modification in a .htaccess file, you should
checkits validity. Flush the cache to confirm that the added rules are working properly.

SiteGround users can take advantage of the SiteGround Site Scanner tool that adds
various PHP security features. You can activate them from your website’s Site Tools
> Security > Site Scanner > Site Protect. On this page, turn on the button for Disable
PHP upload. With this option enabled, your website disallows any file uploads via PHP.

e

@ wanvaLum

STARTSCAN.

Manage Site Scanner

sue pROTEGT

Disable PHP upload

You may somaletely disabie upioads of fies via PHP 10 your site: ieves - oHgins, themes wic. @«
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Another potential threat for your website is PHP files containing scripts that execute
commands on a server level. Such scripts can be used to upload malicious files or
overload the entire server.

In Site Tools > Security > Site Scanner >Site Protect, turn on the option Disable execu-
tion of shell commands via PHP to prevent such PHP files from executing.

Disable execution of shell commands via PHP

The option disables PHP functions which are used to execute commands on a server - shell_exec, system, passthru c

5. Disable File Editing
in WordPress

This step focuses on adding a layer of security to the admin panel
to preventunwanted intruders and limit mistakes made by authorized
users.

Todisable the file edit option in the WordPress admin panel, use the
following line of code in the configuration file, wp-config.php:

define( ‘DISALLOW_FILE_EDIT’, true );

This code is equivalent to removing the ‘edit_themes’, ‘edit_plugins’, and ‘edit_files’
permissions for any registered user on the site.
You can add an additional layer of control for live sites if you don't want users to install

themes and plugins on their own. To do this, add the following code to the configuration
file - wp-config.php:

define(‘DISALLOW_FILE_MODS’, true );
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Remember to deactivate it by changing the directive to false if you need to perform
tasks on the WordPress installation. Perform all modifications on the wp-config.php
file above the following line of code:

/* That's all, stop editing! Happy blogging. */

Alternatively, if using the Security Optimizer plugin, the above actions can easily be
performed from Security Optimizer plugin dashboard > Site Security > Disable Themes
& Plugins Editor. This will remove the option to edit your website’s theme and plugins’
code from the WordPress admin panel, which will prevent any unauthorized access
via the WordPress editor.

Disable Themes & Plugins Editor c

Disable the option to edit themes and plugins code directly from the WordPress admin to prevent potential coding errors or unauthorised access via the WordPress editor.

6.Use a CDN to hide your
server address

(CDN) servicetoimprove your website performance, using a DNS-type
CDN (before your web server) can improve your web security in the

9 Although we already know the benefits of a Content Delivery Network
\ following ways.

e |t prevents brute force attacks by using the distributed server network of the
provider which minimizes the impact and applies blocking rules to detect these
kinds of attacks, usually DoS or DDoS.

e Ithidesthereal IP of your server which prevents direct attacks against your site
by masking the real IP where you are hosted.

There are many available free and premium CDN services to choose from. However,
here at SiteGround, we have developed our own custom SiteGround CDN tailor-made
for our platform. SiteGround clients can easily activate the service and control its
settings from Site Tools > Speed > CDN
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Select Domain
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The service comes with a free Basic plan and a Premium plan adding more advanced
features. If you are interested, check out this blog post about SiteGround CDN.

7. Backup Your Site

\L Although we hope you'll never have to use this tip, it's better to be
safe than sorry and have a full backup of your site.

You rarely need to restore a full site backup, but in case you do,

SiteGround has a tool for backups and easy restores developed

in-house, independent of the web service infrastructure. You can
rest easy knowing we have copies of your files in case of any incident, and you'll be
able to restore your site easily and quickly.

Irecommend you follow the 3-2-1 rule as a strategy for backups that containimportant
data.

e Keep 3 backups

e In 2 different formats (minimum)

e 1 of the backups should be in a different physical location

In case disaster strikes, it's useless to have all your backups in the same format or
location. With SiteGround’s shared hosting plans you have 30-day backups, and they
keep your files in different physical locations than the one where your main website is
located. For more information, read the blog post Geographically Distributed Backups
for Enhanced Data Protection.

Remember to always generate a new backup after you make any important changes
to your WordPress installation.
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8. Activate and Force HTTPS

The HTTPS protocol creates a secure connection between users
M and the server, eliminating possible Man-in-the Middle (MITM)
N attacks. These attacks happen when anintermediate service alters
or acquires information exchanged between two ends. That's why
we use HTTPS encryption for all sensitive information.

To use the HTTPS protocol on your site, install an SSL certificate on your web server
and change the URL in the admin panel.

With SiteGround, all hosting plans include free Let’s Encrypt SSL certificates that
can be installed and configured with an easy tool in the control panel under Security
section > Let’s Encrypt.

There are several WordPress plugins that force an HTTPS connection on all your site
resources, to avoid warnings or errors when serving both HTTP and HTTPS content
on the same page.

SiteGround Optimizer is an all-in-one optimization plugin that can force an HTTPS
connection with a single click and brings many other improvements to your website.
To force HTTPS connection, go to your WordPress dashboard and navigate to SG Opti-
mizer > Environment. Turn ON the button for HTTPS Enforce and from this moment
your website will load only via the HTTPS protocol.

HTTPS Enforce [EEIIEET)
Configures your site 1o work correctly via HTTPS and forces a secure connection to your site. In order to force HTTPS, we will automatically update your database replacing all O
insecure links. In addition to that, we will add a rule in your .htaccess file, forcing all requests to go through encrypted connection.

Finally, you should force any new session in the admin panel of your site to be under
SSL protocol by adding the following code to the wp-config.php:

define('FORCE_SSL_LOGIN’, true);
define('FORCE_SSL_ADMIN’, true);
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Note: Remember that you should have an active SSL in your installation, for example,
the one provided by Let’s Encrypt.

9. Disable Session Suggestions

As previously mentioned but worth repeating, giving as little infor-

/\ mation as possible to attackers should be your top priority. This tip

>x%%]  will help you minimize possible entries to your site by disabling the

' login suggestions from the login page, which appear by default if
the username or password is incorrect.

function no_wordpress_login_errors(){

return ‘Thanks for trying but there were issues with the login.’;

}

add_filter(‘login_errors’, ‘no_wordpress_login_errors’);

Note: You can customize the message.

10. Change Your Site's
Admin Address

It's no surprise that many website attacks happen on the login page.
That's because bots are programmed to recognize a WordPress
installation and add the path /wp-admin to get to the login page.
Then, they can easily force entry if the usernames and passwords
are weak. All WordPress sites use the same path for the login page,
which means changing it will add another layer of difficulty for
attackers.

For example, www.mydomain.com/newadminpanel

There are several plugins in the WordPress repository that allow you to change the
path and location of your login page.
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Irecommend the Security Optimizer plugin. With it, you have the option to change the
URL to a custom one and avoid attacks by going to Security Optimizer plugin dash-
board > Login Security > Custom Login URL. If you have enabled user registration for
your website, you can change the default sign-up URL as well.

Custom Login URL

Attackers often try exploits on /wp-admin as a default login URL for WordPress. Change it to avoid these attacks and have an easily memorisable login URL.

CONFIGURE

However, other plugins exist and many security plugins also include this functionality.

11. Limit Login Attempts

You can configure your site to block access to the login page for a
_ few minutes, a few hours, or permanently when a user inputs incor-
= rect login credentials a certain number of times. This makes it more

difficult for bots to gain access through brute force attacks.

If you're using the Security Optimizer plugin, you can simply go to
Security Optimizer plugin dashboard > Login Security > Limit Login Attempts. There
you can set a limit to the number of times a given user can attempt to log in to your
wp-admin with incorrect credentials.

Limit Login Attempts

—
Limit the number of times a given user can attempt to log in to your wp-admin with incorrect credentials. Once the login attempt limit is reached, the IP from which the attempts 5~)
have originated will be blocked first for 1 hour. If the attempts continue after the first hour, the limit will then be triggered for 24 hours and then for 7 days.

Oncetheloginattemptlimitis reached, the IP from which the attempts have originated
will be blocked from accessing your login page for 1 hour and will be added to the
Blocked tab of the Activity Log page. If the attempts continue after the first hour, the
block will then be set for 24 hours and after that for 7 days. You can manually remove
the block at any point on the Activity Log page.
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Security Optimizer - Activity Log

e The activity log can help you manitor your site and login page for unautharised visitors or brute force attempts. You can easily block
‘ jj) ‘ and unblock IPs or visitors that look suspicious and prevent them from malicious actions.
UNKNOWN REGISTERED BLOCKED WEEKLY REPORTS LOG SETTINGS
Blocked c
Blocked On user/ip Actions
20230621 22:39 34.124.184.247 UNBLOCK

12. Use Firewall Plugins

——— AFirewallis an additional layer of security software that can protect

| your web connections or your WordPress installation by detecting
[ 1 1 and analyzing incoming connections. Firewall plugins are very effec-
T ] tive and easy to manage since everythingis configured from a single

plugin.

They normally include a Firewall WAF (Web Application Firewall), a tool that analyzes
and blocks attacks on the website in real time.

At SiteGround, customers have this service by default. It analyzes the types of connec-
tions and blocks any attack attemptsin acompletely transparent way. This advanced
security measure is implemented in a seamless and transparent manner, giving
SiteGround clients peace of mind in the face of possible threats or malicious attacks.
However, if you're not a SiteGround client, you can use a firewall plugin such as:

e Wordfence Security (be careful with the Live Traffic functionality, which may
leave you without service due to server overload)

e All-In-One Security (AIOS) - Security and Firewall

Some firewall plugins also include these functionalities:

e File scannerto search for changes, errors, and viruses
e Firewall WAF that detects and blocks malicious visits

e Real-time traffic viewer
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Atool to block access to the website by IP

Captcha for the WordPress login page and a limit login attempts feature

Password audit

Two-Factor Authentication to access the WordPress admin panel

Ability to block specific countries

Atool to check folder and file permissions

13. Allow Only Selected IP
Addresses to Access the Login
Page

To make sure that no one else can access your website’s adminis-
trative panel, you can allow only the IP addresses of trusted users.
— This way, unauthorized visitors who somehow obtained valid login
credentials will not be able to access your website.

There are two ways to limit the IP addresses - manually restricting
access to the wp-admin folder with an .htaccess file or using a security plugin.

To allow only trusted IP addresses manually, open your website’s wp-admin folder and
editthe .htaccessfileinside. If thefileis non-existent, create anew .htaccess file. Add
the following rules to the file:

order deny, allow
deny from all

allow from 111.222.255.255

Replace the address 111.222.255.255 with the IP you want to whitelist. You can add
as many IP addresses as you wish by adding a new “allow from” line for each IP.
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To make things easier, you can use the plugin Security Optimizer to whitelist IP
addresses. From your dashboard, go to Security Optimizer > Login Security >
Login Access. Click on the button Configure which will open a new pop-up window.

Login Access

By default your WordPress login can be accessed by any IP. You can use this feature to allow login only for specific IPs or range e

of IPs in order to prevent brute-force attacks or malicious login attempts.

Add your IP in the field under Manage Login Access. To add another IP, click on the
+ sign which adds a new field. Once you've added all IP addresses, click on Confirm.

Manage Login Access

e
11.222.255.255 ]
. —

.222.250.250 ]
e

14. Use two-factor authentication

Another feature that will secure your website even furtheris two-factor
authentication. When activated, users will have to provide a valid
code from their phone's authenticator app along with the standard
login credentials.

You can easily configure two-factor authentication using the plugin
Security Optimizer. Inside your website’s dashboard, go to SG Security > Login Security
and enable Two-factor Authentication for Admin & Editors Users.

Two-factor Authentication for Admin & Editors Users

Two-factor authentication forces admin users to login only after providing a token, generated from the Google Authenticator application.
You can find the backup codes for your 2-factor authentication in the WordPress Profile page. If one of your users no longer have access
to their Authenticator app and cannot log in to get their backup codes, click here to reset their 2-factor authentication
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15. Use Security Headers

Improve your website security by implementing a series of headers
incorporated into the web server and sent to the browser.

Start with the X-Frame-Options header, which prevents pages from

being opened in an external frame or iframe. This prevents click-
jacking attacks on your website: a technique that tricks internet users into revealing
confidential information on a seemingly normal website.

By adding the following line of code to your .htaccess file, you tell the browser that
frames can only be opened from the same domain or origin:

Header set X-Frame-Options SAMEORIGIN

If your website includes services that can be embedded by third parties, you can specify
which domains are allowed and deny access to the rest. For example:

Header set X-Frame-Options “ALLOW-FROM https://example.com/”

Increase your site’s protection against XSS (cross-site scripting) attacks on older
browsers by adding the following line of code to your .htaccess file:

Header set X-XSS-Protection “1; mode=block”

Toreduce therisk of XSS, build on the following tip by using the contentsecurity-policy
header or browser content security policy, which specifies what content from your site
or third parties is allowed to dynamically load.

For example, if you want your site to only accept content from the same domain, add
the following line of code to your .htaccess file:

Header set Content-Security-Policy “default-src ‘self’;”

This blocks scripts from loading from external sources.
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To modify the variables for your specific project, for example, to allow scripts from
third parties like Google Analytics, use this line of code:

Header set Content-Security-Policy “script-src ‘self’ www.google-analytics.com;”

This header should be carefully implemented because it’s easy to block resources
without notice. I recommend performing different tests with this headerin a separate
browser tab to check for errors on the terminal.

Note: if you previously included the x-content-security-policy header in your server and
it's outdated, you'll need to delete it as it might cause issues if you use both headers
atthe sametime.

If you have the Security Optimizer plugin, you can also use the Advanced XSS protection
option. You just need to go to Security Optimizer plugin dashboard > Site Security >
Advanced XSS protection.

Advanced XSS Protection C

Enabling this option will add extra headers to your site for protection against XSS attacks.

This feature will protect your website against cross-site scripting attacks by automat-
ically inserting additional lines inside your website’s .htaccess file.

The fourth header you can use to boost your security is the X-content-type-options,
which protects you from unwanted styles and scripts to load when the expected MIME
types do not match what was declared on the page. To add this protection, add this
line to your .htaccess file:

Header set X-Content-Type-Options “nosniff”

Another header you can use to secure your website better is the HSTS (HTTP
Strict-Transport-Security) response header. It allows the website to tell browsers
that it should only be accessed using HTTPS, instead of using HTTP.
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If a website accepts a connection through HTTP and redirects to HTTPS, visitors
may initially communicate with the non-encrypted version of the site before being
redirected. This creates an opportunity for a “man-in-the-middle” attack. The redirect
could be exploited and regular visitors to be redirected to a malicious site instead of
the secure version of the origin.

You can include a HSTS header by adding the following line to your website’s .htac-
cessfile:

<IfModule mod_headers.c>
Header always set Strict-Transport-Security ‘max-age=31536000’
</IfModule>

16. Prevent XML-RPC Attacks

The xmlrpc.php file is used by some applications and software to
communicate with WordPress, for example, the WordPress app or
mail clients like Outlook and Thunderbird that allow the feature
“publish by email”. Plugins like Jetpack or the Json Api use the
XMLRPC file for some of their functions.

Unless you specifically need to useit, itis recommended that XML-RPC is always disa-
bled, because it can be used in several exploits. If you're using the Security Optimizer
plugin, you can simply go to Security Optimizer plugin dashboard > Site Security >
Disable XML-RPC.

Disable XML-RPC

XML-RPC was designed as a protocol enabling WordPress to communicate with third-party systems but recently it has been used in a number of exploits. Unless you specifically «©
need to use it, we recommend that XML-RPC is always disabled

You can also completely deny access to the xmlrpc.php file by using rulesin the .htac-
cess file or by deleting it if you are sure that you don't need it. To deny access via
.htaccess, add the following lines of code to the file:
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# deny access to xmlrpc.php
<Files xmlrpc.php>

Order Deny,Allow

Deny from all

</Files>

For those who absolutely need this API functionality, the best solution is to enable it
only from the IP where you need access and deny the rest.

In this specific case, add the following lines of code to the .htaccess file, modifying
the IP to the one requiring access:

<Files xmlrpc.php>
order deny, allow
deny from all
allow from X.X.X.X

</Files>

17. Disable RSS and ATOM feeds

RSS (Really Simple Syndication) is a web feed written in XML. It

9 allows websites to publish their contentin machine-readable feeds.
\ These feeds can be automatically read by a dedicated software
.\ called RSS aggregator. In practice, the RSS aggregator could be
integrated into subscribers’ browsers which allows them to stay

posted onany new publication of your website. Atom Syndication Formatis an upgraded
version of RSS. Itis an XML language used for web feeds that may contain headlines,

excerpts, full posts, links, and metadata of published content. These feeds can be
read by other websites and feed reader software.

Although both feeds have their practical uses, they can also pose a threat to your website
and its subscribers. Attackers may use Cross-Site Scripting to inject malicious scripts
into the feeds, which could infect your subscribers’ browsers and resultin the leakage
of sensitive information stored in the browser’s history and cookies.
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WordPress integrates both feeds by default, and you may consider disabling them
to minimize the risk of compromising your website. It can be done by adding code
manually to your website or using a plugin.

To disable the features manually, add the following lines to your active theme’s
functions.php file:

function disable_feed() {

"

wp_die(__(This site does not have a feed, visit the <a href="". esc_url( home_url(
/")) ">home page</a>!"));

}

add_action(‘do_feed’, ‘disable_feed’, 1);

add_action(‘do_feed_rdf’, ‘disable_feed’, 1);

add_action(‘do_feed_rss’, ‘disable_feed’, 1);

add_action(‘do_feed_rss2’, ‘disable_feed’, 1);

add_action(‘do_feed_atom’, ‘disable_feed’, 1);

add_action(‘do_feed_rss2_comments’, ‘disable_feed’, 1);

add_action(‘do_feed_atom_comments’, ‘disable_feed’, 1);

As a precaution, make sure to back up your website before adding the code. This
way, you can easily restore it in case the code is not inserted correctly and breaks
your website.

A much safer and easier way to disable RSS and Atom feeds is using a plugin. The
Security Optimizer plugin allows you to do that with a single click. Navigate to the SG
Security section in your website’s dashboard > Site Security and turn on the option
Disable RSS and ATOM Feeds.

Disable RSS and ATOM Feeds

RSS and ATOM feads are often used to serape your content and o perform a number of attacks against your site. Only use feeds if you have readers using your site via RSS [ ®
readers.
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18. Choose Reputable Plugins
and Themes

Plugins and themes are powerful third-party resources that can
help you increase the functionality of your WordPress site. There
are hundreds of thousands of them available both in the official
WordPress repository and elsewhere online. Since not all of them
are vetted, this represents a serious security problem. Most of us
don't carry out exhaustive code and functionality reviews before installing a plugin
but a questionable plugin can cause security breaches and conflicts.

Only download plugins and themes from the WordPress repository and reputable sites.
Before choosing your next plugin or theme, | recommend you:

Take a look at the reviews, number of downloads, and comments.

Look at the latest update to see if the software is actively maintained.

Research the author and look at any other themes they’ve built in the repository.

e Check for compatibility issues with the software and your current installation.

Always perform a full website backup before installing a new plugin or theme.

19. Delete WordPress Version
Information

This security tip will hide information about your WordPress version
from the HTML code on your site. This will prevent attackers from
capitalizing on any known vulnerabilities associated with a particular
version of WordPress.

You can delete the information from the HTML header and from the
static files by adding the following code to the functions.php file of your theme orin
the utilities of your plugin:
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/*
Hide scripts and style version

*/

function SG_remove_wp_version_strings( $src) {

global Swp_version;

parse_str(parse_url($src, PHP_URL_QUERY), Squery);

if (lempty(Squery[‘ver']) && Squery['ver’] === Swp_version ) {

Ssrc =remove_query_arg(‘ver’, Ssrc);

}

return $src;

}

add_filter(‘script_loader_src’, ‘'SG_remove_wp_version_strings’);
add_filter(‘style_loader_src’, ‘'SG_remove_wp_version_strings’);
/*

Hide generator tag from the header

*/

function SG_remove_wp_generator() {

return ”;

}

add_filter(‘the_generator’,'SG_remove_wp_generator’);

You can also hide information about the current WordPress version. If you're using the
Security Optimizer plugin, you can go to Security Optimizer plugin dashboard > Site
Security > Hide WordPress Version. By enabling this option, the information about
your WordPress version will be removed from your site’s HTML code automatically.

Hide WordPress Version (D

Many attackers scan sites for vulnerable WordPress versions. By hiding the version from your site HTML, you avoid being marked by hackers for mass attacks.
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Note: Although some WordPress security guides recommend deleting these files
altogether, my recommendationis to block their access since anew WordPress update
or re-installation might generate a new one.

20. Hide PHP Warnings
and Notices

R\ Along with other strategies to limit information given to attackers,
f it'sagoodideato hide errorreports. Error reports can provide valu-
ableinformation to attackers such as your site’s PHP and WordPress

W versions, the path to your folders, or server information.

In development environments, error reports are useful to validate
your work and find potential mistakes, however, on a live site, you should deactivate
these records to hide information such as paths, names, versions, and more.

To disable error reports in WordPress, simply add the following lines of code to the
wp-config.php file:

error_reporting(0);

ini_set( ‘display_errors’,0);

21. Delete the Readme.html file

WordPress’ Readme.html file contains importantinformation about
S your website that hackers may exploit. Yet, itis not a critical file that
— your website needs and you can delete it from your WordPress root
folder using FTP or File manager.

The Security Optimizer plugin can delete the file automatically. You
can select this option from your WordPress dashboard > SG Security > Site Security
> Delete the Default Readme.html.
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Delete the Default Readme.html

WordPress comes with a readme.html file containing information about your website. The readme.html is often used by hackers to D
compile lists of potentially vulnerable sites which can be hacked or attacked.

22. Hide Apache and
PHP Information

Thelasttip on hiding informationis to configure the headers sent by
the servers. These often contain information about the software

installed on the server and the PHP version being executed.

Depending ontheinstallation, you should hide or limit the information
being shared about the web server by adding the following line of
code to the .htaccess file in the root directory:

ServerSignature Off

There are two ways to hide the information about your site’'s PHP version that some
servers send inthe HTTP header. First, add the following code to the .htaccess file:

Header unset X-Powered-By

Or use the following directive in the php.ini:

expose_php = Off

Note: Normally you can add this line of code to your active php.ini through the server
admin panel, but this may be different depending on your hosting provider.
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23. Keep Your WordPress Updated

To protect your website against known security vulnerabilities, you
should use the latest version of the WordPress core software, keep
any installed plugins updated, and update your themes.

| prefer to maintain my site manually, although it requires more

attention and time because it allows me to be aware of the features
includedin every update and the reason forthem. In terms of the update order, | always
recommend updating the WordPress core software first and then, without any specific
order, updating plugins and themes.

If, however, you want the WordPress core to be updated automatically, simply add the
following line of code to your wp-config.php file:

define(‘WP_AUTO_UPDATE_CORE/, true);
Note: the automatic update won’t run if you have disabled the WordPress cron.

You'll receive an email to the address used by the platform admin account after every
update.

Updating WordPress core is only one part of the equation. Based on a report from
WPScan, 52% of vulnerabilities found in WordPress installations are due to plugins,
11% due to themes, and 37% due to the WordPress core software.

If you want to update plugins automatically, add the following line of code to the func-
tions.php file of your active theme or in your functionality plugin:

add_filter(‘auto_update_plugin’,"__return_true’);

Before adding this code, delete all the unused plugins on your site. Simply deactivating
them is not enough to remove potential vulnerabilities. Delete them!

Adding the following line of code will automatically update themes:

add_filter(‘auto_update_theme’,"__return_true’);
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If you have the SiteGround AutoUpdate Tool enabled, it will automatically update your
WordPress installations hosted with SiteGround. What is more, before every auto-up-
date, they do a full website backup that you can easily restore, if needed. In this way,
you're always on the latest version and your website is secure.

Lastly,remember that keeping your WordPress site secure is great, but the computer
you use should also be protected from malicious software and viruses. Make sure you
use areputable antivirus and your operating system is up to date.

24. Perform Regular
Security Scans

a Despite your best efforts to keep your website intact, the danger of it
getting infected is always there. Hackers are extremely persistent
and proactive in finding new, inventive ways to breach publicly

/ accessible websites.

After a website is compromised, there are many ways in which it can
be exploited. Malware programs can infect visitors and steal sensitive information
from their computers, use the website to send large volumes of unsolicited emails, or
take down the website causing reputational and financial damage to its owner.

Therefore, you must always stay vigilant and periodically conduct security scans for
malicious software on your website. There are many online scanners you can use to
perform periodic manual checks for malware infection. There is also a wide range
of WordPress plugins that can perform scheduled automatic scans and alert you of
suspicious scripts and files.

SiteGround clients can take advantage of the Site Scanner, which is a custom,
in-house, all-in-one security solution. One of its many advantages is that it works with
any kind of website application and is not limited to WordPress.

You will be relieved from having to do manual checks as it performs daily automatic
scans for suspicious links on your website and will send an instant email notification
to your administrative email in case it detects malicious content. In addition, the tool
will check your domain name against the most popular domain blacklists and inform
you if your domain is listed in them.
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Apart from the automated scans, you can perform on-demand scans at any time,
which will also scan all website files for suspicious scripts. You can initiate a scan
from your website’s Site Tools > Security > Site Scanner by clicking on the button
Start Scan.

Site Scanner
/}"- The Site Scanner is a malware detection and early warning system. The system enables you to perform on demand scans of your website and
T(:_iﬁ; performs comprehensive daily scans to detect domain blacklisting and malware. The malware database is constantly updated, enabling the Site
Jc
e/ Scanner to detect even the latest threats. For the proper functiening of all scanners, your site needs to be loading from our servers
New Scan

TIP

€) MANUALURL+ FILES SCAN
When you run a manual scan, we will check if your domain is blacklisted, we will scan your URL We recommend that you use this tool and force a
and we will also scan all your website files for malware. Run this scan if you think that your site scan whenever you suspect your site may be

may be compromised; when you have just cleaned a threat; or when an automatic sean has infected with malware. Otherwise, you can rely on

retured suspicious results. our daily scans and automated reporting.

STARTSCAN

Site Scanner comes in two versions - Basic and Premium. The Basic plan includes
daily URL and domain blacklist scans, options for limiting access to the website via
SSH and FTP, disabling PHP uploads and the execution of PHP scripts.

The Premium planincludes all features of the Basic plan and adds advanced
features, further boosting your site security. The daily automatic scans cover
the website files as well, and the Site Scanner will automatically check any newly
uploaded files to your website. In case a suspicious file is found, it will be placed
in Quarantine which allows you to review it and decide if you want to release it or
permanently delete it.

If you are interested in this service, read this tutorial on how the SiteGround Site
Scanner protects your website.
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25. Choose a Trusted
Hosting Company

Another important security recommendation is to select a secure
hosting company for your website. It should be at the top of your
list of web host criteria. When selecting a hosting company for
your WordPress website, be sure they provide a secure platform
and regularly maintain the security of their infrastructure.

A few red flags to watch out for, for example, is how often your hosting provider
of your choice announces updates of their software, how they handle discovered
vulnerabilities in widely-used software on their platform, how quick are they to
adopt security releases, etc.

By choosing a reputable and secure hosting provider, you can significantly reduce
therisk of data breaches, hacking attempts, and other security issues that can jeop-
ardize your website's integrity and reputation. Ultimately, making the right hosting
decision is critical to the success and security of your WordPress project.

26. Secure Your Webpages
with CAPTCHA

Malicious bots could be extremely persistent and hard to deal
with. Their actions could harm your website in various ways.

Some bots attack your contact form and as a result litter your
administrative email with lots of spam messages. Their attack
could overload your web server since your website sends an email
for every new form submission which creates an excessive number of executions.

Other bots try to log into your dashboard by trying numerous combinations of
credentials. Apart from the obvious danger of obtaining access to your administra-
tive panel, their login attempts also accumulate a huge number of executions that
may overload your website.
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Thatis why you should consider securing your contacts page and login screen with
CAPTCHA. It will force a visual challenge for suspicious IP addresses that visit your
page too frequently. One of the most popular CAPTCHA plugins for WordPress is
reCaptchathat can be implemented on different pages of your website.

Here, at SiteGround, we've also implemented a sophisticated anti-bot system that
constantly monitors and analyzes your website traffic. One of its many featuresis a

CAPTCHA challenge for IP addresses flagged as suspicious. For more information,
read this blog post on how SiteGround’s Anti-Bot Al protects your website.

27. Bonus Tip: Take Post-hack
Actions

If you believe that your website was compromised, you need to
take actions to identify and address the vulnerabilities. These
actions can easily be achieved using the Security Optimizer
plugin, and they include:

e Reinstalling all free plugins

If you choose this option from Security Optimizer plugin > Post-hack Actions >
Reinstall All Free Plugins, the action will reinstall all free plugins you have currently
installed and use the same plugin versions. This will remove any additional code
added to them by an attacker.

Reinstall All Free Plugins
REINSTALL ALL

Doing this will reinstall the same version of all free plugins you have installed in order to make sure that their codebase is not compromised by an attacker.

e Forcing password reset

By choosing this option from Security Optimizer plugin > Post-hack Actions >
Force Password Reset, it will instantly log out all logged in users on your website,
including yourself. Once users try to log back in, they will be asked to change their
passwords. You can use this option if you believe that a user’s password may be
compromised.
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Force Password Reset
FORCE PASSWORD RESET
All users will be required to change their passwords upon their next login. All currently logged in users will be instantly logged out.

e Loggingoutallusers

You can choose this option from Security Optimizer plugin > Post-hack Actions >
Log out all users, and it will log out all currently logged in users without asking them
to change their passwords. This will prevent any users from performing any more
actions on your website.

Log out All Users
LOG OUT ALL USERS
This will log out all currently logged in sers without asking them to change their passwords.
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Conclusion

They say common sense isn’'t so common, but in terms of security, it's your best ally.
Use strong passwords, delete inactive users, assign therightroles to each user, do not
save active sessions on public computers, keep the server time updated, only allow
secure access, and actively monitor your website.

Of course, there is no such thing as a 100% secure website, but | hope this guide can
help you maintain a safe site for along time. Use your judgment when applying these
recommendations and only use the tips you need and which are compatible with your
project. Staying on top of the latest news and trends in WordPress and web security
can help you as well.

This guide is based on my experience of over 10 years working with WordPress. The
knowledge collected and shared in this guide exists largely because of the profes-
sionals in the community to whom | am very grateful. These tips were also sourced
from a multitude of online resources on WordPress web security, content which is
being generated almost daily, so, there’s a good chance by the time you read this guide,
sometips will already be outdated and others will not be necessary due to WordPress
core updates.



